
Origin, Growth, and Infection
LIFECYCLE OF A SYNTHETIC IDENTITY FRAUD PROFILE

Insights from FiVerity’s Cyber Fraud Network indicate a single synthetic identity fraud (SIF) 
profile is highly infectious – opening 8-10 trade lines before busting out with theft 
approaching $100K. This infographic charts the course taken by a typical SIF profile in 2021.

Bots mine the dark web for 
personal identity elements.
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Identity elements are 
mixed to create synthetic 
identities.

Accounts are created to 
bypass this frequently-used 
check on identity.

Opening an account builds 
credibility and allows the 
fraudster to speak with 
anyone that needs to 
“confirm” their identity.

LOAN APPLICATION DENIED 

Credit rating agency 
creates a record, 
inadvertently providing 
“proof of existence.”

CREDIT CARD APPROVED

Second identity is added 
as an authorized user, 
helping to build credit for 
yet another SIF profile.

Approved and rejected applications 
are fed back to the ML system, 
creating a feedback loop that helps 
criminals generate increasingly 
convincing profiles.
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SIF profiles quickly develop 
a credit lmit of $65K across 
5 trade lines—typically at 
different banks.
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$98KSIF profile busts out with a 
theft between $81K-$98K.


